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Why Measure?

» All systems [to control risks] deteriorate over time,
— Some slowly, some quickly,
— Some steadily, some erratically,
— Some visibly and some out of sight.

» Measuring the performance of control & mitigation is an essential part of risk
management,

» Spotting a system failure before an incident is better than fixing it after it has
failed,

» So Leading Indicators have become the desirable focus of performance
measurement.
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What we have learnt since HSG 254 and API 574 were published?

Major accidents continue to occur

el Inquiries repeatedly point to failings in Process
Safety Management and Leadership that could have
been detected by an effective KPI programme

A T PELLTE;
BT ETNTION, SPPL 304

The case for having KPIs has never been clearer or
stronger

But, many organisations are still having difficulty in
implementing KPls
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So what’s the problem?

Poor understanding of factors that need to be taken into account when establishing a KPI
programme

Absence of effective leadership to drive forward a KPl programme

Over emphasis on the difference between leading & lagging indicators to the detriment of acting
on information
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So what’s the problem?

Seeking a quick solution or simplistic measure of major hazard risk

A need for a better understanding of the difference between Sector Indicators and site-based
indicators

An over focus on benchmarking

Demand for absolute proof that KPIs reduce the risk of a major accident
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Factors to take into account

Engagement with the workforce

The need for everyone to understand and agree on the ‘risks’,

How negative results will be treated

The accuracy with which the KPI reflects the condition and status of a control measure

How easily and reliably data can be captured
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Essential Characteristics of KPls

Reflect the consensus of the risk profile of the organisation/ activity

Tailored to the specific risks

Focus on vulnerability and provide opportunity for early intervention

Based on data already available

What each KPI measures and why the issue is important clearly defined
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The Importance of Leadership

Persuade me vs | insist

Most senior executives need to be strongly persuaded why a KPI programme is needed rather
than expecting or demanding that such a programme is implemented
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Sector vs Site-specific KPIs

No ‘one size fits all’ solution
KPIs need to be tailored to the risks present at each facility or installation
Generic indicators will be less focused

Sector-based indicators can realistically only succeed where they reflect the main risks present
in all operations

Benchmarking is useful but not the main aim of a KPl programme
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A Moment on Leading & Lagging Indicators

» To keep you sane:
— Information is more important than the ‘label’,

— You will never get universal agreement on what is a ‘leading’ or ‘lagging’ indicator,
— Even APl hedged it,
— So, don’t waste lots of time debating these categories.

Performance Indicators
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Leading and Lagging Indicators

Input Outcome

Leading indicators monitor and
measure whether the important
activities are in place to deliver the
‘outcome’ of the control of risk.

Lagging indicators monitor and
measure the ‘outcome’ of the control
of risk. Success or Failure
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A Moment on Leading & Lagging Indicators

» Butis Leading vs Lagging a temporal consideration?

» In other words — is measuring anything before an accident or an incident a
leading indicator and measuring accidents and incidents a lagging indicator?

» In which case a, near-miss will be a lagging indicator

Loss of Process Control Major Injury / Major Incident
Unsafe Act Minor Injury / Small Incident
Dangerous Condition No Harm / No Injury = NEAR MISS
Pre-cursor Incident / Accident
Time >
Leading? Lagging?
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Not all KPIs are Equal

» Set the desired outcomes around the most significant challenges to the process safety integrity of the
plant or process.

» From HSE / HSL research these are:
— Corrosion,

— High / low temperature,

— High / low pressure,

— High / low level,

— Mechanical failure — e.g. material, joint or seal failure, wear and erosion,
— Impact,

— Human error — e.g. opening into containment.
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Not all KPIs are Equal

Set the desired outcomes around the key components of a process safety management system.

— Hazard Identification | ERmE T — Management of contractors
— Risk Assessment L — — Permit to Work

— Plant Design | .1 - Management of change

— Operational Parameters '&::‘"""" I P **M} ...m', e | SERT0C — Emergency Arrangements
— Operational Procedures | | | ‘ ~ Monitoring, Measuring &

— Operational Control | L‘.m:* ;:";:“"":n] Review of performance

— Competence " l. ) ' — Leadership & Culture

s
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Measure the Right Things

» Measure the things that show your control systems are working,

» Thatis, delivering the desired outcomes,

» Avoid measuring system content unless the activity is the most important task / process that delivers the
desired outcome.
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lagging indicator

lagging indicator

lagging indicator
system defects
leading indicator

leading indicator

; Ieading indicator

leading indicator
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ﬁ What can go wrong? )
\

i

What does each deliver? g S \What risk control systems [RCSs) \
What does success look |xe? Ul arein place to control these nsk.s?)

QUTCOME

Seta
lagging indicator
for each 1o show whelher
cr not the outcome
is being achieved

(What are the most important parts
of each RCS responsible for
controlling risks?

\

/" PROCESS CONTROLS

4 Sot

leading indicators
for critical parts of each RCS to s 3
show controls are
working as intended

HSG 254 — a methodology

not a set of KPIs
\
>

Set a performance tolerance | 3
for this activity e

|

Follow up adverse findings
to rectify faults in the
sa‘ety management systam

'

Ragularly review performance
sganst al| indicators to check
effactiveness of the safety
management system and
sultanl|ity of nccators
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The Problem with ‘Near-Miss’

» Any loss of control is an unintended failure to control risk,
» Of ‘no consequence’ is of no comfort,

» Difference between harm and no harm is often just chance.

Preventive Mitigation
M Barriers Barriers —
\ \7 7/ /
MAJOR ({@% ,
HAZARD ' \Outco B
7 B o S~

» But any loss of control is an adverse, unwanted outcome which will always
provide a valuable insight.
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ol

Process Safety Outcomes

Developing process salety indicators

If you don’t clearly identify the ‘desired
safety outcome’ in terms of ‘success’, it will
be impossible to identify indicators that
show the desired outcome is being
achieved.

» Every Risk Control System or
Barrier will have a desired
outcome HSG 254

Preventive Mitigation
Barriers Barriers

MAJOR |:> Loss of |:>
HAZARD comil
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Focus on what really matters

 How could it go catastrophically wrong?

 Where / when will most likely go wrong?

* What controls or systems are there to prevent a
major incident?

* Which of these controls are most vulnerable to
failure?

 What information do you have to show those
systems continue to operate to the desired
performance standard?
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The Outcome Headache

» So what are the intended (successful ) outcomes of the common control
systems in place?

» Try completing this sentence:
‘We have a Management of Change System in order to......... ’

Then share your answer with your neighbour or colleague.

Did you both agree?
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Less Easy Outcomes

» Management of Corrosion?

40MM  e—- 20 barg 20 barg 20mm

Year 1 Year 5

» Qutcome = sufficient wall thickness left to contain the maximum internal
pressure
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Less Easy Outcomes

» Competence?

» Competence is an outcome not a process.
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Less Easy Outcomes

» Competence?

» Competence is an outcome not a process.

» QOutcome = a (safety critical) task is undertaken the way it was intended.
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System Outcomes

Control system or barrier

Successful outcome

Level control

Level is maintained with designhned normal
operational limits — (nhot to the high level alarm
level).

Pressure control

Pressure is maintained within designed normal
operational limits— (not to the high level alarm
level).

Temperature control

Temperature is maintained within designed
normal operational limits— (not to the high level
alarm level).

Corrosion management

Sufficient wall thickness remains to contain the
maximum pressure in the pipe/ vessel.

Mechanical integrity

The containment degrades at the predicted
rate. The equipment continues to operate
between inspection / maintenance intervals.

Human performance

Tasks are performed to the required standard.

PTW system

Permission is sought and granted ahead of high
risk maintenance activities being started. The
safeguards / isolations in the permit are
followed in full.

Management of change

Permission is sought and granted ahead of any
change to the process / plant or procedure. The
outcomes in changed performance / function
proposed by the change are achieved in
practice.

Inspection and maintenance

The correct functioning of the item of plant /
equipment is confirmed or any fault properly
diagnosed.

The correct functioning of the item of plant /
equipment is restored to the desired standard.
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Lagging Indicators — key questions

* Isthere agreement on the desired ‘outcome’ or what the wrong outcome is?
* Can the outcome be detected and recorded?

* Isthere any tolerance on the outcome?

* What metric should be used?

* What is the source of the data / accuracy / frequency /reliability?

IAN TRAVERS LTD. PROCESS SAFETY CONSULTANCY WWW.IANTRAVERS.CO.UK




Leading Indicators — key questions

* Which are the most important activities / inputs essential to deliver the outcome?
* What must go right every time to get the outcome?

e (Can the input be measured consistently?

* What metric should be used?

* What is the source of the data / accuracy / frequency /reliability?
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Setting KPIs for challenges to process integrity

Sketch out the process / activities

Identify and map onto the process diagram the main challenges to integrity

Identify what systems and barriers exist to prevent those challenges materialising

Select the most important in terms of criticality and vulnerability

Choose the best fit lagging indicators — to detect adverse outcomes at the earliest opportunity

Choose leading indicators to show the most vital activities are being followed to deliver the
desired outcome
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RADAR Level Guage

—®

Servo Gauge

Independent High Level Switch

Hazard & Risk Profiling g
High High Level Alarm w1
High Level Alarm -_
Floating deck
Normal Fill Level - —— ——— Vapour
Recovery
. Unit
ULS Gasoline Scully level
. Themal refief and meter
Avrticulated 27/28 control F
Gantry
ROSV
) i ROSV —
Ship / = S X
Shore B —
coupling —x— —M
meter
Tank drain
Road Tanker Bottom Loading

1. Ship offloading & Product
Transfer to Bulk Tanks

3. Road Tanker Filling

Sketch out the process / activities 2, Static Storage (no
product movement)

. Major Accident Scenarios
Terminal .
Loss of Containment

Gasoline Storage and Dispatch

Process Description
4., External Events

Hazard Identification Risk Assessment Risk Profile M“s“"‘rsisl: control
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Where can things go wrong?

2a. At tank
2. Static Storage (no 1. Ship offloading &
prod uct movement) Product Transfer to
_ Bulk Tanks
2b. Within bund from
equipment

3c. Storage Tank

3b. Within tank

bund(s) - 3. Road Tanker Major Accident

Filling Scenarios

3a. At loading gantry /

Set the scope of =

the analysis for
each scenario

_ 4. External Events

3a. Ship bunkering

Fuel Terminal Major Hazard Scenarios
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,\ \ 1c. Storage Tanks

1a. snhip-shore
connection

1b. Pipelines to bulk
tanks (including
pumps, valves &
flanges)

a. Fire / Explosion on vessel in
dock

-

b. Aircraft Impact

c. Fire / Explosion in premises
adjacent to Depot

d. Seismic event

e. Lightning

f. Flooding

h. High Winds

PSM Framework
1. Hazard ldentification




Articulated
Gantry

RADAR Level Guage

- @

Independent High Level Switch

High High Level Alarm  mm

High Level Alarm —

. Normal Fill Level -

P

Themal relief

27/28

(? ROSV
=

ULS Gasoline

Vapour

Recovery

Scully Tevel Unit

Identify and map onto the process
diagram the main challenges to
integrity

Terminal Gasoline Storage and
Dispatch
Challenges to Integrity

How and where could things fail?
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Challenges to Integrity
Corrosion

Erosion

Mechanical Failure
Overfilling

Over Pressure

Over Temperature (thermal expansion)
Human Error

Impact

Stress

Static

and meter

_

PSM Framework
1. Hazard Identification
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What controls and mitigation
measures are in place tO MAH 1.a Loss of Containment During Ship Offloading
prevent a loss of control?

What measures are in place

What measures are in place to prevent or limit the
to prevent an initiating event consequences of a loss of
leading to a loss of control? control?

M
1

N N N
| e e [ || '@'
i

1t 1t 1t 1t 1t

How was selection of control &

Are sufficient numbers of control mitigation measures made?
measures in place? . i
p ~— Do they reduce risk to as low ~ What risk assessmer;t methods were
What are the characteristics of as is reasonably practicable, used?
the control measures - are ALARP?
they robust enough?
Barrier Types
P-HW - Passive Hardware
A- HW - Active Hardware PSM Framework
AH-AH Active Hardware / Active Hu :
Fuel Terminal Major Hazard Scenarios A-AM - /f\:(t:ti\?e I-?Lrlmaanre ctive Human 2. Risk Assessment

C-HW - Continuous Hardware
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Criticality & Vulnerability
How do control measures fail and how important are they?

Dropped drum while
being moved

Accidental contact
with live pipework

Badly fitting joint -
drum to pigtail H H H H
manifold

Insp joint to ensure
Leak testing Use of standard pigtail no debris in the
threads

Use designated
gaskets

Training the operators

Failure to vent H H H
system before
disconnection (valves

left open) Loc of chlorine
Drum chang C [} trained Pressure gauges on during drum
procedure operator the manifold connection

Vulnerability guide questions: Safety Critical guide questions:
Does the control measure / barrier fail in a predictable and well understood way and time Does the barrier lie on the critical path to a major accident e.g. is this a major hazard
in the plant lifecycle? initiator should it fail?
Does the control measure / barrier provide any ‘early warning, of failure e.g. leak before Does the control measure / barrier directly relate to controlling process conditions e.g.
fail, excess vibration to flag up a potential component failure? temperature, pressure, flow, level which could directly lead to a loss of containment?

Does the control measure / barrier guard against another important loss of containment
failure mechanism, e.g. corrosion, stress, impact?

How essential is the control or mitigation measure in preventing a loss of containment e.g.
o Essential?

Is there is opportunity to recover the loss of containment, e.g. limit the extent of release,
rapidly shut down the system or to capture or contain the release through bunding or
other secondary containment measures?

Does the correct functioning of the control measure rely partly or wholly on human o Important?

intervention? ) Moderately relevant?

Is the barrier ‘last in line’ in the hierarchy of control measures e.g. if it fails there will be a o Marginal?

loss of containment? o Supplementary / adjunct to a more important control measure?
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Vulnerable
to failure

Safety Critical
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What KPIs should be measured?

Whenever a threa
arises, even if il; resJIts Whenever a loss of
i,n no harm? control occurs, even if it
' results in no harm? Whenever a harmful

outcome occurs?

Whether operational 1 Whether all
procedures are always Whetherall
followed? maintenance actions
are up to date?
KPIs
Barrier Types
P-HW - Pas§ive Hardware PSM F k
Fuel Terminals :hﬁx;gsga;:jw;zr? Active Human 13 M it ramewor d

Major Incident Scenarios A-AM - Active Human ) .Om or, measure an

C-HW - Continuous Hardware review performance
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KPIs for tank overfilling

Servo Gauge

RADAR Level Guage

Independent High Level Switch

High High Level Alarm

+ 3

High Level Alarm

4

Normal Fill Level

Floating deck

3

Leading indicator?

Storage of High
Flammable Liquids

Loss of

Lagging indicator?

n n n n
N N N N

-
=

overfilling H
Ullage checks on Known package size Tank routing valve Level monitored Independant high-
residual capacity prior of load during filling Level senor & alarms level shut off device
to filling
Active Human Active Human Active Human Active Human Active Hardware & Active hardware

from storage
tanks

™ n n
H N N

Fire / Explosion

Emergency Shut off Emeregency
Tank Bund device Plan
Passive hardware Active Hardware & Active Human
Human
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RADAR Level Guage
Servo Gauge

Independent High Level Switch

=S e —Ffoating deck *

High High Level Alarm

High Level Alarm =

Normal Fill Level

Leading indicators: - Lagging indicators:
* % times ullage calculation done — —  No. times a tank is overfilled / year
corr_ectly _ « % overfills / year
* %. times the tank routing valves are « No. of fires / explosions due to
set correctly ’ overfilling
* % of inspections & calibration of
level sensors and valve actuators —_—
completed on time rammane s |

- - -
N N N

= - - - - -
H H H H H H Fire / Explosion

Overfilling
Ullage checks on " : o "
- " . Known package size Tank routing valve Level monitored Independant high- Emergency Shut off Emeregency
sid Io :I,Ia;::v P of load plan during filling Level senor & alarms level shut off device Tank Bund device Pl
Active Human Active Human Active Human Active Human Active Hardware & Active hardware Passive hardware Active Hardware & Active Human
Human Human
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KPIs for tank overfilling - Key questions for lagging indicators
Is there agreement on the desired ‘outcome’ or what the wrong outcome is?

* (Can the outcome be detected and recorded?
* Isthere any tolerance on the outcome?

*  What metric should be used? RADAR Level Guage

Servo Gauge

s o Independent High Level Switch

* What is the source of the data / accuracy / frequency /reliability?

High High Level Alarm

High Level Alarm —

P
—

Floating deck

Normal Fill Level —

What is the ‘adverse outcome’
for ‘tank overfilling’?
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High High Level Alarm
High Level Alarm

Normal Fill Level

RADAR Level Guage

Normal Fill

Setting the Adverse Outcome.
What does ‘overfilled” mean?

Independent High Level Switch

High High Level Alarm
High Level Alarm

Normal Fill Level

i\

RADAR Level Guage

Floating deck

High Level Alarm

Independent High Level Switch

High High Level Alarm
High Level Alarm

Normal Fill Level

RADAR Level Guage

Servo Gauge

I\

L 2R

Independent High Level Switch

High-Level Auto
Shut off
activated

High High Level Alarm f:: R

High Level Alarm

Normal Fill Level

High High Level Alarm
High Level Alarm

Normal Fill Level

RADAR Level Guage

ST

Independent High Level Switch

—

High-High Alarm

RADAR Level Guage
Servo Gauge

Independent High Level Switch

\

—F1oatmyg Uetk I

|
33

Loss of
Containment
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RADAR Level Guage
Servo Gauge

Independent High Level Switch

=S e —Ffoating deck *

High High Level Alarm s ||
Y

High Level Alarm =

Loss of Containment

/ Loss of control of filling \

S Lagging indicators:
Leading indicators: - * No. times there is a loss of control
* % times ullage calculation done of filling
correctly * % los of control of filling / year
* %. times the tank routing valves are * No. of loss of containments / year
set correctly * No. of fires / explosions due to
* % of inspections & calibration of overfilling
level sensors and valve actuators —
completed on time

.

Normal Fill Level

Stoarge of Highly
Flammable Liquid I

operations H H H Fire / Explosion

H H H Loss of control H H H
h h h = peratir

Overfilling
Ullage checks on N - N R
- " - Known package size Tank routing valve Level monitored Independant high- Emergency Shut off Emeregency
reSIdua:::?ﬁlai:;ty prior of load plan during filling Level senor & alarms level shut off device Tank Bund device Plan
Active Human Active Human Active Human Active Human Active Hardware & Active hardware Passive hardware Active Hardware & Active Human
Human Human
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Lagging
indicators

High Criticality
HIGH Vulnerability

Lagging
indicators
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Leading
indicators

High Criticality
HIGH Vulnerability

Lagging

indicators

Mectat cm

Lagging

p indicators

lotas et
o Dwew
N3 nge IssecT »m ana e ranae
4 Salage Vs . Macses rce
Irezecus and smEe
Mamy ced nd g ewarc

B .
- o agpend ety | rTaa
are .

Leading

indicators
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Setting KPIs for process safety management

Measure in as many of the 14 elements as you can

Set lagging indicators against the outcome of each element — an incident or loss of control cause
by failure in:

»hazard identification

» Risk assessment

»Plant / process design

» Etc. etc

Choose leading indicators to show the most vital activities are being followed to deliver the
desired PSM element outcome
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Setting KPls for process safety management

s
Example 7. Operational

Control

7. Operational Control

Outcome: The plant and processes are operated and maintained in a safe condition and sufficient safety
margins are maintained at all times. Plant integrity is not degraded during start-up or operation and
processes can be safely shut down or brought under control in an emergency.

Lagging KPI: No. of times the designated safe operating limit of processes are met or exceeded
during start up or shut down.

Counted on occurrence. Presented as % of start ups or as a frequency per hours worked, etc.

Leading KPI: Whether the correct start-up / shut down sequence is set out clearly, understood by
process operators, and always followed.

Counted by sampling and reviewing start up / shut down processes. Presented as % of start ups
reviewed within the routine sample / check.
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Not all KPIs are Equal

» Measuring performance of process safety systems is important but it’s
measuring the right things that give you the best insight into early
failures or challenges to the integrity of containment system is vital.

» The most important KPlIs are those that provide an insight into
whether the systems that protect against the challenges to integrity

are degraded.

» Act on the first signs of adverse degradation eg the Process Indicators.
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Not all KPIs are Equal

Challenges to Integrity
Indicators

Overfilling

Over / Under Pressure
Over / Under Temperature
Mechanical Wear & Tear
Corrosion

Erosion

Impact

Stability

Stress / fatigue

Human Error
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PSM Elements Indicators

Hazard ID

Risk Assessment

Plant Design

Operating Parameters
Operating Procedures
Operational Control
Competence Management
Management of
Contractors

Permit to Work
Management of Change
Emergency Arrangements
Monitoring, Measuring &
Review

Leadership & Culture

Process Safety.
Management System

PSM Programme Indicators

Audit Actions completed
Safety Tours undertaken
Tool Box Talks delivered
Safety Briefings Issued




Not all KPIs are Equal

Measure Here First

Challenges'to Integrity
Indicators

Overfilling

Over / Under Pressure
Over / Under Temperature
Mechanical Wear & Tear
Corrosion

Erosion

Impact

Stability

Stress / fatigue

Human Error

Then Here

PSM Elements Indicators

Hazard ID

Risk Assessment

Plant Design

Operating Parameters
Operating Procedures
Operational Control
Competence Management
Management of
Contractors

Permit to Work
Management of Change
Emergency Arrangements
Monitoring, Measuring &
Review

Leadership & Culture

And, Lastly Here (if at all)

PSM Programme Indicators

Audit Actions completed
Safety Tours undertaken
Tool Box Talks delivered
Safety Briefings Issued
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KPIs should reflect the risk profile of the facility

Where can things go wrong? >

2a. At tank

2. Static Storage (no
product movement)

2b. Within bund from
equipment

3c. Storage Tank

3b. Within tank

bund(s) 3. Road Tanker
Filling

3a. At loading gantry
e

3a. Ship bunkering

What measures
are in place to

1a. Ship-shore
connection

1b. Pipelines to bulk
tanks (including

1. Ship offloading & pumps, valves &
Product Transfer to _ flanges)
Bulk Tanks v

»

__1c. Storage Tanks

a. Fire / Explosion on vessel in

Major Accident dock

Scenarios

b. Aircraft Impact

c. Fire / Explosion in premises
adjacent to Depot

_ 4. External Events

d. Seismic event

e. Lightning

prevent a major
incident?

Fuel Terminal Major Hazard Scenarios

f. Flooding

T /\/\/
—_—
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Measures to control
risks

)




Thank you
Any Questions?

T'

For more information contact:
ian_traversO6@btinternet.com

lan Travers Limited

WWW.ianhtravers.co.uk
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